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SharePoint Essentials Toolkit Overview 
The SharePoint Essentials Toolkit is designed for SharePoint Site Collection Administrators and Site 
Owners. The product has many features to assist admins and Site Owners with SharePoint 
Administrative tasks. 

 

Key Features 

Permission Management 
The Permissions component will allow users to build detailed cumulative permission reports across 
one or more sites. 

Users can also make changes to permissions they find to be invalid. 

Features of the Permissions component include: 

• Permissions Matrix - Detailed permission reports for multiple site collections in single report. 
• Check Account Permissions – Check an accounts access across multiple site collections. 
• Orphaned Users – Report on orphaned users (disabled or deleted) and remove orphaned 

users in bulk. This feature follows best practices from Microsoft for removing users (Remove 
users from SharePoint - SharePoint in Microsoft 365 | Microsoft Learn) 

• User Inventory (part of Inventory component) – Report on all users in every site collection, 
with ability to remove users in bulk completely from site collections. This feature follows best 

https://learn.microsoft.com/en-us/sharepoint/remove-users
https://learn.microsoft.com/en-us/sharepoint/remove-users
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practices from Microsoft for removing users (Remove users from SharePoint - SharePoint in 
Microsoft 365 | Microsoft Learn) 

Example Use Cases: 

• An employee has left the organization, and you need to remove their account completely from 
SharePoint tenant. 

• Need to fulfill compliance obligations to review and validate access to all site collections and 
content. 

• Need to determine count of all SharePoint users across tenant. 
• Need an efficient way to check a user’s access to all site collections in the tenant and remove 

them completely. 

Content Search (formerly ‘Item Query’) 
The Content Search component (formerly known as ‘Item Query’) provides users with the ability to 
find content within SharePoint and optionally replace content. 

This component is different from SharePoint Search, as it will allow: 

• Uses a ‘literal’ search approach (can find results within HTML for example) 
• Search results for HTML markup and JavaScript code. SharePoint search will not show 

matches for HTML markup such as div tags or JavaScript, such as to remove custom scripts in 
a SharePoint environment or that came from an on premises set up. 

• Search for text in files and provide criteria for search parameters such as must contain 
SharePoint Field that has a value of ‘ABC Company’ or file content containing ABC Projects’. 

• Search results are in grid format with detailed information about result items, such as 
metadata values, author, last modified information, snippet of matching phrases. 

• Allows replacement of text. 
• Search results for web parts (by name) in pages. 
• Export results to Excel or SharePoint List. 

Some examples include: 

• Find all web parts with title that contains ‘News’. 
• Find all web pages that contain text ‘old company name’ and change to ‘new company name’. 
• Find all documents that contain text ‘classified data’. 
• Find all documents that are password protected. 
• Find all documents that are checked out. 
• Find all items with a URL path larger than 400 characters. 
• Find all duplicate files (users can set parameters on what to consider duplicate, such as ‘File 

Name’ is equal & total number of lines in content is equal or byte size is equal). 

Example Use Cases: 

• A company merge or acquisition, need to rename to new company name. 
• Sensitive information must be found in content and removed/replaced. 
• The product name has changed and must be renamed in all documentation. 

https://learn.microsoft.com/en-us/sharepoint/remove-users
https://learn.microsoft.com/en-us/sharepoint/remove-users
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• Migration performed and need to find old unsupported web parts in pages. 
• Need to find instances where a custom solution is used in pages. 
• Users report errors that they cannot open files as file path length is too long. 

Link Management 
The Link Management component will allow users to report on all hyperlinks in their environment. 
Users can also show all of the broken links in their environment/site collections, or specific links. 

This component also can replace links with a new value. 

Example Use Cases: 

• Migration performed and need to update links pointing to old environment/site to the new 
environment/site. 

• Site is moved to new location and document links are broken. 
• List or library is moved to a new location and links are broken. 
• Find all sites with the most broken links. 
• Find top linked documents and convert to use durable links. 

Copy Lists 
The Copy Lists component will allow users to copy one or multiple lists to a new location. This 
component will optionally include automatic creation of the lists / libraries copied, including 
SharePoint Columns (and metadata values), version history for each file, permissions. 

The copy lists feature will also retain the created date, author and last modified information. 

This component supports copying multiple lists to a single site, copying multiple lists to multiple 
sites, and a single list to copy to multiple sites. 

Example Use Cases: 

• Migration from one site to a new site. 
• A large library must be split up into smaller libraries and you need to copy a folder to a new 

location and retain version history and permissions. 
• Need to copy a list (such as a list to be used like a template) from one list, to multiple project 

sites. 
• Need to merge multiple lists from multiple sites, into a new (single) site. 

Inventory 
This component allows users to build reports for SharePoint sites, lists & libraries, items/files/pages, 
SharePoint fields, content types, and SharePoint users across the environment. 

Inventory Reports available: 

• SharePoint Site Inventory 
• SharePoint List (and Library) Inventory 
• SharePoint Field Inventory (site column and list column level) 
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• SharePoint Content Type Inventory (site and list level) 
• SharePoint User Inventory 

The reports will include detailed information about each site, list, item, field, content type and user. 

Example Use Cases: 

• Need to build a report on all sites and their items count. 
• Need to build a report on all sites with external users that have access. 
• Need to build a report on all sites that have external sharing enabled, and then turn them off 

in bulk. 
• Need to find all lists and libraries that are considered large and above List View Threshold. 
• Need to rename or change a content type and need to find where it is in use. 
• Need to find where a SharePoint Column is used as it must be changed to use Content Type 

hub. 

Site Analytics 
(SharePoint Online only) 

The Site Analytics component will provide visibility into documents and pages that have the most 
views, as well as documents and pages that are ‘stale’ or ‘unused’. 

Users can view reports in a merged summary of all activity, or separate graphs for each site. 

• Site Visits for one or more SharePoint site collections 
• Item, file and web page visits 

o Top viewed documents and web pages 
o Least viewed/modified (unused) documents and web pages 

Example Use Cases: 

• Need to find stale documents to adhere to audit policies. 
• Need to find stale documents to migrate to lower cost storage. 
• Need to find top used documents to improve: search keywords, ensure links valid, ensure 

permissions correct. 
• Need to find unused sites to adhere to governance policies. 
• Need to find unused sites to mark for deletion. 
• Need to find top used sites to improve: search keywords, ensure links valid, ensure 

permissions correct.  

Governance & User Activity 
(SharePoint Online only) 

- User Activity Reports are available 
- Governance component is coming in Q3/Q4 2026 

The Governance & User Activity components are separate but go hand in hand. 
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The User Activity reports will use the Unified Audit Logs in the Azure Compliance Center to provide 
insight into what users have been doing, some events include users that have: 

• Accessed content 
• Deleted content 
• Downloaded content 
• Uploaded content 
• Shared content 
• Granted permissions 
• Removed permissions 

The Governance component will allow users to subscribe and set up a record of important events.  

• Record an event if a user shares a file to an external user 
• Record an event if a user uploads more than 50 documents 

The Governance component will optionally create a SharePoint list, which will contain events that 
have been added to be recorded by the SharePoint Essentials Toolkit. 

Users can then send the events for review to the site owner or person responsible, for example, “If a 
user shares a folder, (add to SharePoint Governance events list) assign to ‘Site Owner 1’ for review to 
approve or mark event as valid or requires action. 

Users will also be able to optionally enable desktop notifications for events. 

For example: “Send me a desktop notification and record in Governance history whenever someone 
shares a file within the Confidential Documents library.” 

 

Add / Remove Users  
This feature will allow users to remove accounts in bulk. 

This is useful if one or more users have left an organization or no longer should have access to one or 
more SharePoint sites and must be removed. 

Change Site Collection Administrators 
This feature will allow users to easily add or remove site collection administrators. 

This feature is useful for SharePoint Administrators who need to add themselves in bulk to multiple 
sites or change a site collection administrator to a new user account. 

My Connections  
This feature allows users to set up ‘Connection Profiles’ to connect to different tenants or SharePoint 
on-premises web applications. 
 
Authentication Types supported: 

• Username and Password 
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• Web Browser Authentication with or without Azure App registration 
• Certificate Authentication 

Discovery 
This component provides ability to ‘discover’ SharePoint sites, lists, people and content using 
SharePoint search to a grid table that allows easy export to Excel or SharePoint list. 

This component includes an ‘Auto-Discovery’ feature which allows auto discovery of sites and lists to 
automatically include in jobs. This is useful to dynamically find sites to run reports against such as on 
a schedule. 

Job History 
This allows users to view previous jobs and work performed. Reports and logs can be retrieved and 
viewed from here. 

Insights 
This component provides a simple view of important information about the sites they manage (added 
to the product ‘Home Page Dashboard’). Sites that have been added to the Home Page Dashboard 
will have Insights listed for them when a sync job is run (automatic).  

Example information includes: 

• Number of Unused Sites 
• Number of Unused Lists 
• Number of Large Lists 
• Number of Sites that are Open to Everyone 
• Number of Lists that are Open to Everyone 
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The User Interface 
Home Page Sections 
The SharePoint Essentials Toolkit has 5 main Home Page panels: 

1. The “Home Page Dashboard’ – This is where you manage your SharePoint environment. You 
will select sites from the list of SharePoint sites you manage, and can click on a report or 
action to take against those selected sites. 

2. The “Live Explorer” panel. This will display contents of each site selected. You can optionally 
select one or more SharePoint lists or libraries to filter the reports and actions. For example: 
You may only want to build a permissions report for a single specified list that may be large. 

3. The “Manage” panel. This section allows you to execute actions against the selected sites and 
lists. 

4. The “Insights” panel. This displays high level indicators for the sites in the Home Page 
Dashboard. This panel requires the Sync to be run on startup (in the Settings section). 

5. The “Main Menu”. This menu allows users to find and access reports and actions easily. 
6. The “Left Nav”. This menu is used to access common sections such as Job History and 

Settings. 
7. The “Active/Recent Jobs” menu. Access recent reports and actions from the top right drop 

down recent tasks/actions panel. 
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Pinning and Unpinning Panels, Reports and Logs 
You can pin and unpin panels to increase the viewing area: 

 

Drag and Drop Panels, Reports and Logs 
You can drag panels (including Reports and Logs) to a separate monitor as needed for better viewing: 
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Save Layout of Home Page 
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Use the Main Menu to find useful Reports and Actions 

 

Use the search section: 
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Access Recent Jobs through the Active Jobs drop down 
This will display recent jobs since the application startup. 
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License Activation 
If the license is not active, you will be prompted to activate the license in the License Page. 

To activate your license, input the License Key, Email and click Activate. 

License Activation Key 

The license activation key is a numeric value you should have received during time of purchase. 

License Email 

The License Email does not need to match records at Cognillo for your account. This value can be an 
email address, machine name or any other value you would like to use to track the license activation. 

 

Offline License Activation 
For OFFLINE license activation, see this article: How do I activate the license OFFLINE? 

  

https://cognillo.atlassian.net/servicedesk/customer/portal/2/article/2861137922
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Getting Started 
• Once the product is installed, you will need to first create a SharePoint Connection, this is the 

'connection' the tool will use to access SharePoint. 
• You can set up more than one connection. However, the first connection found will be used 

by the tool. In a future update, you will be able to force selection of a profile to use before you 
execute a job. 

• The steps for setting up the connection are different depending on the authentication method 
chosen. 

Create a SharePoint Connection 
1. In SharePoint Essentials Toolkit, click Add Site in the left navigation. 

 

 
 
 

2. The Add Site Wizard window will appear.  
3. The first step is to add a SharePoint Connection. 

 
The “My Connections” section is used to create “Connection Profiles”, these are used to 
authenticate and connect to SharePoint. 
 
TIP: Connection profile files are stored here: 
C:\Users\<username>\Documents\SharePoint Essentials 
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Toolkit\Config\ConnectionProfiles.json 
 

4. Enter the name of the profile, such as “SharePoint Production” 
 

 
 

5. Select “SharePoint Sites and Content” for this profile. 
6. Enter the root web application or tenant URL. 

a. i.e. https://mycompany.sharepoint.com/ 
b. Do not use the admin site URL (i.e. https://mycompany-admin.sharepoint.com). 
c. For SharePoint on-premises, use the web application URL (i.e. https://spfarm). 
d. You can also specify a site collection URL if you need to use different credentials for 

different site collections. 

https://mycompany.sharepoint.com/
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7. You will now need to select the authentication type. The recommended option is Web 
Browser Authentication. See Authentication Methods section for more information. 
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8. (Optional) Use ‘Enable Single Sign On using Primary OS Account’ if your environment has 
Conditional Access Policies which require the current logged in Windows account to connect 
using SSO (Single Sign On) for device authentication. 
 

 
 

9. (SharePoint Online only) Azure Authority Host – You may need to modify this setting if you are 
using SharePoint Online and on government cloud, such as GCC High. Non-government 
customers are typically on ‘Azure Public Cloud’. 
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10. (Optional) (SharePoint Online only) Configure Azure App Registration to gain greater 
reporting benefits. See the “SharePoint Essentials Toolkit Installation & Deployment 
Guide” to get help with settings this up. For limitations if this is not enabled, see this section.  
 

 
 
 
IMPORTANT: Azure App Registration is required for Permission Reports to show members 
within domain groups, including inside of M365 Team Groups.  
User Activity Reports and Site & Content Analytics also require Azure App Registration. 
See the Installation and Deployment Guide for help on configuring this option. 
 

11. You can click “Test Connection” to ensure it is working. 
This requires that you have at least READ access to the root SharePoint site i.e. 
https://contoso.sharepoint.com. If you do NOT have at least read access to the root site, skip 
testing the connection. 
 

https://apps.cognillo.com/storage/documents/essentials/SharePoint%20Essentials%20Toolkit%202025%20Release%20-%20Installation%20%26%20Deployment%20Guide.pdf
https://apps.cognillo.com/storage/documents/essentials/SharePoint%20Essentials%20Toolkit%202025%20Release%20-%20Installation%20%26%20Deployment%20Guide.pdf
https://apps.cognillo.com/storage/documents/essentials/SharePoint%20Essentials%20Toolkit%202026%20Release%20-%20Installation%20%26%20Deployment%20Guide.pdf
https://contoso.sharepoint.com/
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12. Click “Next” 
 

 

 

Add SharePoint Sites 
You can add sites by clicking the “Add Site” button in the left navigation. 

After selecting the SharePoint Connection (see steps here), you should see a screen where you can 
begin adding SharePoint sites.  
 
There are 3 ways to add sites: 
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Adding SharePoint sites to the tool: 

A. Add Manual (Easiest) – Type or paste a site URL 
B. Microsoft Excel (Import Bulk) – Import using a spreadsheet 

TIP: You can export sites from the SharePoint Admin center ‘Active Sites’ and import them 
here. The Excel file should have just a single column with the Site Urls. 

C. SharePoint Search (Bulk Add by Selection) – Use SharePoint search to add sites. Note that 
you will not see sites that you do not have at least read rights to. The sites listed will 
automatically be security trimmed. 
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Once sites have been added, you will be prompted if you would like to add more sites: 
 

 

If you select No, you will be brought back to the “Home Page Dashboard”. 

Adding SharePoint Sites to a Home Page Group 
You can also add sites to a specific ‘Group’ by right clicking the group. This will add the sites under the 
selected group. 
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Authentication Methods 
Choosing an authentication method is a key decision in setting up the SharePoint Essentials Toolkit. 
The choices are: 

• Username and Password 
• Web Browser Authentication (WBA) with Azure Registration 
• Web Browser Authentication (WBA) without Azure Registration 
• Certificate Authentication with Azure Registration (Recommended for Scheduling jobs with 

SharePoint online) 

WBA with or without Azure Registration will be the best choice for many users. For Certificate 
authentication, please refer to the User Manual for detailed instructions. 

Azure App registration is a secure way for Azure Tenants to understand which applications can be 
trusted to access the company directory and information such as usernames and group names for 
authentication and report information. Cognillo does not have access to company information. This 
'app registration' mechanism is used to delegate access to users through the application 
(Certificate-based authentication will not delegate access and uses application permissions 
assigned in the tenant).  

Recommended Authentication Method: Web Browser Authentication 
In most cases, WBA (Web Browser Authentication) is recommended. 
WBA is required if you are: 

• Using Multi-Factor Authentication (MFA) 
• Using a federated service such as Active Directory Federation Services (AD FS) 
• Using any third-party authentication provider 
• Using Single Sign On (SSO) 

 

Authentication Comparison 
This table shows which SharePoint Essentials Toolkit features are supported depending on the 
authentication method chosen. For more information on the authentication methods, see Choose 
Authentication Method. 

Authentication 
Method 

Username and 
Password (not 
recommended) 

WBA without 
Azure 
Registration 

WBA with Azure 
Registration 

Certificate 

Supports 
Scheduled Jobs 

On-premises 
only 

No No Yes 

Effort to set up Least effort Simple Setup required Setup required 
Supports MFA No Yes Yes N/A 
Requires 
assistance from 
an Azure admin 

No No Yes Yes 

Supported by SP 
Online 

No Yes Yes Yes 

https://learn.microsoft.com/en-us/security/zero-trust/develop/app-registration


 

Page 31 of 52 
 

Supported by SP 
on-premises 

Yes (less secure) Yes No No 

Supports link 
jobs 

Yes Yes Yes Yes 

Supports 
analytics jobs 

No No Yes Yes 

Supports 
permissions jobs 

Yes Yes Yes Yes 

Supports copy 
jobs 

Yes Yes Yes Yes 

Domain group 
member 
permissions for 
permissions 
jobs* and site 
and content 
analytics jobs 

No No Yes Yes 

Supports 
governance 
features 

No No Yes Yes 

Login screen 
pops up when 
running jobs 

Yes Yes Yes No 

Requires 
certificate 

No No No Yes 

     
 
* Without Azure App Registration, permissions job reports will show domain groups but will not show 
members inside those groups. With Azure App Registration, the reports will show members inside 
those groups, as well as nested domain groups. 
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Run Your First Job / Report 
A Job is a task that is run against one or more sites and/or lists in SharePoint. A job may modify data 
such as correcting links, replacing text in content, or removing permissions. Jobs produce reports 
that are updated in real-time as the job is running. All jobs and their results are saved to Job History. 

For All Job Types 
Select the SharePoint sites you would like to run a report against, then click the action in the 
“Manage” panel. 

 

1. In SharePoint Essentials Toolkit, click Home in the left navigation if you are not already on the 
Home page section. 

2. Check one or more sites in the Home Page Dashboard. The Live Explorer panel will 
automatically update to show lists in each site. 

3. Optionally check one or more lists in each site. 
a. On a given site, the job will be run against any lists that are checked in Live Explorer. 
b. If you do not check a list in a site, the job will be run against the entire site. 

4. Under Manage, choose the type of job you want to run, then see below for steps to configure 
the job with basic settings. 

Run Your First Permissions Report 
1. After selecting sites/lists from the Home Page Dashboard and Live Explorer, in the Manage 

panel, click Permissions. 
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2. Click Permissions Report. 

 

3. Verify the correct site(s) and list(s) are shown. Optionally click Edit to change the Selected Sites, or 
Selected Lists. 
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4. Click Next: Options. 
5. In this section you can select from the options or tabs to change job settings: 
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For example, clicking Settings or Permissions Report button will bring you to the main options for 
this job. Select your options or use the defaults. 
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6. Click Run Now. 
7. The Permissions Report will appear. It will be updated in real time as the Permissions job is 

running. 
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Other Jobs & Reports 
See our  online user guides for help with other components. 

  

https://cognillo.atlassian.net/servicedesk/customer/portal/2/topic/06420421-c2ed-4a19-a6d9-a3e721981dbe
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User Activity Jobs 
The User Activity jobs use Microsoft Office 365 API to fetch user activity from the Unified Audit Logs in 
the SharePoint online compliance center. This data is automatically collected automatically by 
SharePoint Online. 

SharePoint Online Only 
The User Activity & Governance feature is supported by SharePoint Online only. Analytics for 
SharePoint on-premises is not supported. 

Setup & Configuration 
See the SharePoint Essentials Toolkit Installation & Deployment Guide for instructions on configuring 
User Activity and Governance. 

Permissions & Data Access 
The user must have at least Read rights on the SharePoint site that they would like to fetch user 
activity from. 
 
Once configured, the User Activity service does not require users to be Compliance Administrators, 
which normally is required to view Audit Log data. The SharePoint Essentials Toolkit will be configured 
to have app level permission to fetch the data for the tenant during a sync.  
 
The data collected is then hidden through strong encryption on the machine which the SharePoint 
Essentials Toolkit is installed on. See the deployment guide for more details about location of data 
and encryption strength.  
 
Sync Background Task 
The SharePoint Essentials Toolkit will automatically prompt the user to have a background task 
scheduled to run on the machine. This prompt will appear when the user clicks on “Start 
Governance Collection” from the My Connections section under the User Activity Profile 
configured. 

Where data is stored 
SharePoint Essentials Toolkit will encrypt and store the results of each sync to disk, and over time you 
will have a history of audit log/user activity data that you can access through the “Job History” 
section.  
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Working with Reports 
Drag and Drop Column Headers 
You can drag and drop column headers to change groupings and pivot the data. 

 

Filtering Data 
You can filter data by hovering mouse over a column header and clicking the filter icon. 

 

Advanced Filtering 
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You can perform advanced filtering using rules by right clicking a column header and clicking “Filter 
Editor”. 

 

Add conditions and other advanced filtering options. 

 

Show/Hide Columns 
You can hide columns by dragging them off the screen 
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You can add columns back, and remove columns using “Show Column Chooser” 
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Creating a Custom Report and Saving it 
You can apply the above filters, grouping and sorting, then save the “View” to be re-used later. 

These “Views” can also be exported to SharePoint on a schedule to share with end users. 
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Scheduled Jobs 
The SharePoint Essentials Toolkit schedules jobs through Microsoft Windows Task Scheduler.  

Users can schedule jobs and manage scheduled jobs through the SharePoint Essentials Toolkit 
interface and do not need to manage the jobs through Windows Task Scheduler. 

The SharePoint Essentials Toolkit does NOT need to be running for scheduled jobs to execute. 
However, the machine must be on and have access to the SharePoint environment. 

How to Schedule a Job 
Follow the steps below to schedule a job: 

1. Open the SharePoint Essentials Toolkit 
2. Select SharePoint sites that you would like to include in the scheduled job 
3. Optionally, in Live Explorer, select one or more lists to filter the job on 
4. Select the job to run in the Manage section 
5. The Job Options page should appear, change the default Job name and click next 
6. Click on the “Schedule” button 
7. Click the toggle button to “Enable” if the UI is disabled 
8. Enter a schedule name  
9. Choose the time and date to execute the job 
10. Click Save 

Important Notes on Authentication 
SharePoint online requires Multi-Factor Authentication to connect as a user. This may cause 
scheduled jobs to fail when run on a schedule, as the sessions may expire.  

If you encounter errors running scheduled jobs, you may need to configure Certificate based 
authentication for scheduled jobs. 

Viewing the Scheduled Job Logs and Reports 
To view the logs and reports for a scheduled job, go to the Job History section of the tool and you can 
view the logs and report through this section just like any other job that is run. 

Scheduled Job Execution Window 

When a scheduled job is executed, a PowerShell window will appear to show progress of the job. The 
window will automatically close when the job is completed. The logs can be found in the logs folder 
mentioned above. 

NOTE: Currently, jobs run using Scheduler cannot be canceled except by finding the SharePoint 
Essentials Toolkit.exe process in Task Manager Background Processes and Ending Task.  
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Troubleshooting 
Review the scheduled jobs in the SharePoint Essentials Toolkit and locate the job with that is having 
issues. Take note of the Schedule Id. 

If you do not see the Schedule Id column, right click on a column header and choose ‘Show Column 
Chooser’ to enable the column for viewing. 

 

You can also right click a schedule and click ‘Copy Schedule Id’. 

 

 

Task Scheduler 
Open Task Scheduler to view the actual task that should have been created for the scheduled job.  
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Review scheduled jobs in Task Scheduler, see below. The Schedule Id will be in the Task Name. You 
can view and validate the start date and time and status of execution. 

 

Scheduled Job Logs 
Logs related to scheduling of the job can be found here: 

C:\Users\<username>\AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\Scheduled 
Jobs 

Once the job begins, logs for the actual job’s logs can be found here: 
C:\Users\<username>\AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\ 
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PowerShell Support 
The SharePoint Essentials Toolkit supports PowerShell commands.  

A user may execute SharePoint Essentials Toolkit jobs from either of the following: 

1. Job History 
2. Job Templates (must have sites selected in the template) 

The user must create a Job Template or run a job so that it appears in the Job History (it does not have 
to complete). 

NOTE: Currently, jobs run by PowerShell cannot be canceled except by finding the SharePoint 
Essentials Toolkit.exe process in Task Manager Background Processes and Ending Task.  

Building the PowerShell Command 
A user can build a PowerShell command once they have either: 

1. Executed a job in the SharePoint Essentials Toolkit (so that it appears in job history). 
2. Created a Job Template. 

PowerShell Syntax 
Users may use the following command line syntax: 

Run a job from job history 
- SharePoint Essentials Toolklit.exe –run-job “job-guid” 

Run a job from a Job Template 
- SharePoint Essentials Toolklit.exe –run-template “job template name” -url 

https://tenant.sharepoint.com/sites/hr 
- -url is optional, if not specified, will attempt to use job template sites. 

Copy Command to Paste into PowerShell Window 
From the Job History or Job Templates page, a user can simply right click to copy the PowerShell 
command: 

https://tenant.sharepoint.com/sites/hr
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Bulk Execute from Job History 
You may have a requirement to bulk execute multiple jobs.  

It is recommended to use Job Templates or Scheduled Jobs to execute from PowerShell as they are 
easier to manage and update. Job History jobs can be rerun but they cannot be modified. 

Getting the Job Template Names to bulk run PowerShell jobs 

The job template names can be exported using the ‘Export’ button in Job Templates. 

Getting the Job Id to bulk run PowerShell jobs 

The job Id (Guid) can be found in the Job History section in the tool. These ids can be exported to 
Excel using the Export button. If the column is not visible, right click a column header and select 
‘Show Column Chooser’. 

IMPORTANT - Job History entries cannot be edited 

Job History ‘jobs’ cannot be modified. This is to ensure the state of the Job History audit trail. If you 
need to modify options for a job, use a job template or scheduled job. 
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Using Job Templates 
Job Templates do not have Job Ids as they are simply templates and will be executed based on the 
Job Template Name.  

If a -url parameter is not specified, then the template must have sites selected or they will not run. 
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The PowerShell window will show the status of running jobs in the window. The job will also appear in 
the Job History of the application. 
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Troubleshooting 

PowerShell Job Logs 
Logs related to PowerShell execution of the job can be found here: 

C:\Users\<username>\AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\PowerShell 
Jobs 

Once the job begins, logs for the actual job’s logs can be found here: 
C:\Users\<username>\AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\ 
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