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SharePoint Essentials Toolkit Overview

The SharePoint Essentials Toolkit is designed for SharePoint Site Collection Administrators and Site
Owners. The product has many features to assist admins and Site Owners with SharePoint
Administrative tasks.

SharePoint Essentials Toolkit

Build 11.4.1.2

Ctg'nb 2026 Release

Key Features

Permission Management

The Permissions component will allow users to build detailed cumulative permission reports across
one or more sites.

Users can also make changes to permissions they find to be invalid.
Features of the Permissions component include:

e Permissions Matrix - Detailed permission reports for multiple site collections in single report.

e Check Account Permissions — Check an accounts access across multiple site collections.

e Orphaned Users — Report on orphaned users (disabled or deleted) and remove orphaned
users in bulk. This feature follows best practices from Microsoft for removing users (Remove
users from SharePoint - SharePoint in Microsoft 365 | Microsoft Learn)

e UserInventory (part of Inventory component) — Report on all users in every site collection,
with ability to remove users in bulk completely from site collections. This feature follows best
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practices from Microsoft for removing users (Remove users from SharePoint - SharePoint in
Microsoft 365 | Microsoft Learn)

Example Use Cases:

An employee has left the organization, and you need to remove their account completely from
SharePoint tenant.

Need to fulfill compliance obligations to review and validate access to all site collections and
content.

Need to determine count of all SharePoint users across tenant.

Need an efficient way to check a user’s access to all site collections in the tenant and remove
them completely.

Content Search (formerly ‘Iltem Query’)

The Content Search component (formerly known as ‘Item Query’) provides users with the ability to
find content within SharePoint and optionally replace content.

This component is different from SharePoint Search, as it will allow:

Uses a‘literal’ search approach (can find results within HTML for example)

Search results for HTML markup and JavaScript code. SharePoint search will not show
matches for HTML markup such as div tags or JavaScript, such as to remove custom scripts in
a SharePoint environment or that came from an on premises set up.

Search for text in files and provide criteria for search parameters such as must contain
SharePoint Field that has a value of ‘ABC Company’ or file content containing ABC Projects’.
Search results are in grid format with detailed information about result items, such as
metadata values, author, last modified information, snippet of matching phrases.

Allows replacement of text.

Search results for web parts (by name) in pages.

Export results to Excel or SharePoint List.

Some examples include:

Find all web parts with title that contains ‘News’.

Find all web pages that contain text ‘old company name’ and change to ‘new company name’.
Find all documents that contain text ‘classified data’.

Find all documents that are password protected.

Find all documents that are checked out.

Find all items with a URL path larger than 400 characters.

Find all duplicate files (users can set parameters on what to consider duplicate, such as ‘File
Name’ is equal & total number of lines in content is equal or byte size is equal).

Example Use Cases:

A company merge or acquisition, need to rename to new company name.
Sensitive information must be found in content and removed/replaced.
The product name has changed and must be renamed in all documentation.
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e Migration performed and need to find old unsupported web parts in pages.
o Need to find instances where a custom solution is used in pages.
e Users report errors that they cannot open files as file path length is too long.

Link Management

The Link Management component will allow users to report on all hyperlinks in their environment.
Users can also show all of the broken links in their environment/site collections, or specific links.

This component also can replace links with a new value.
Example Use Cases:

e Migration performed and need to update links pointing to old environment/site to the new
environment/site.

e Site is moved to new location and document links are broken.

e Listorlibraryis moved to a new location and links are broken.

e Find all sites with the most broken links.

e Find top linked documents and convert to use durable links.

Copy Lists

The Copy Lists component will allow users to copy one or multiple lists to a new location. This
component will optionally include automatic creation of the lists / libraries copied, including
SharePoint Columns (and metadata values), version history for each file, permissions.

The copy lists feature will also retain the created date, author and last modified information.

This component supports copying multiple lists to a single site, copying multiple lists to multiple
sites, and a single list to copy to multiple sites.

Example Use Cases:

e Migration from one site to a new site.

e Alarge library must be split up into smaller libraries and you need to copy a folder to a new
location and retain version history and permissions.

e Need to copy alist (such as a list to be used like a template) from one list, to multiple project
sites.

e Need to merge multiple lists from multiple sites, into a new (single) site.

Inventory

This component allows users to build reports for SharePoint sites, lists & libraries, items/files/pages,
SharePoint fields, content types, and SharePoint users across the environment.

Inventory Reports available:

e SharePoint Site Inventory
e SharePoint List (and Library) Inventory
e SharePoint Field Inventory (site column and list column level)
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e SharePoint Content Type Inventory (site and list level)
e SharePoint User Inventory

The reports will include detailed information about each site, list, item, field, content type and user.
Example Use Cases:

e Need to build areport on all sites and their items count.

e Need to build a report on all sites with external users that have access.

e Need to build a report on all sites that have external sharing enabled, and then turn them off
in bulk.

e Need to find all lists and libraries that are considered large and above List View Threshold.

e Need to rename or change a content type and need to find where itis in use.

e Need to find where a SharePoint Column is used as it must be changed to use Content Type
hub.

Site Analytics
(SharePoint Online only)

The Site Analytics component will provide visibility into documents and pages that have the most
views, as well as documents and pages that are ‘stale’ or ‘unused’.

Users can view reports in a merged summary of all activity, or separate graphs for each site.

e Site Visits for one or more SharePoint site collections
e |tem, file and web page visits
o Topviewed documents and web pages
o Leastviewed/modified (unused) documents and web pages

Example Use Cases:

o Need to find stale documents to adhere to audit policies.

o Need to find stale documents to migrate to lower cost storage.

¢ Need to find top used documents to improve: search keywords, ensure links valid, ensure
permissions correct.

e Need to find unused sites to adhere to governance policies.

e Need to find unused sites to mark for deletion.

e Need tofind top used sites to improve: search keywords, ensure links valid, ensure
permissions correct.

Governance & User Activity
(SharePoint Online only)

- User Activity Reports are available
- Governance componentis coming in Q3/Q4 2026

The Governance & User Activity components are separate but go hand in hand.
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The User Activity reports will use the Unified Audit Logs in the Azure Compliance Center to provide
insight into what users have been doing, some events include users that have:

e Accessed content

e Deleted content

e Downloaded content
e Uploaded content

e Shared content

e Granted permissions
e Removed permissions

The Governance component will allow users to subscribe and set up a record of important events.

e Record an event if a user shares a file to an external user
e Record an event if a user uploads more than 50 documents

The Governance component will optionally create a SharePoint list, which will contain events that
have been added to be recorded by the SharePoint Essentials Toolkit.

Users can then send the events for review to the site owner or person responsible, for example, “If a
user shares a folder, (add to SharePoint Governance events list) assign to ‘Site Owner 1’ for review to
approve or mark event as valid or requires action.

Users will also be able to optionally enable desktop notifications for events.

For example: “Send me a desktop notification and record in Governance history whenever someone
shares a file within the Confidential Documents library.”

Add / Remove Users

This feature will allow users to remove accounts in bulk.

This is useful if one or more users have left an organization or no longer should have access to one or
more SharePoint sites and must be removed.

Change Site Collection Administrators
This feature will allow users to easily add or remove site collection administrators.

This feature is useful for SharePoint Administrators who need to add themselves in bulk to multiple
sites or change a site collection administrator to a new user account.

My Connections

This feature allows users to set up ‘Connection Profiles’ to connect to different tenants or SharePoint
on-premises web applications.

Authentication Types supported:
e Username and Password
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e Web Browser Authentication with or without Azure App registration
e (Certificate Authentication

Discovery

This component provides ability to ‘discover’ SharePoint sites, lists, people and content using
SharePoint search to a grid table that allows easy export to Excel or SharePoint list.

This component includes an ‘Auto-Discovery’ feature which allows auto discovery of sites and lists to
automatically include in jobs. This is useful to dynamically find sites to run reports against such as on
a schedule.

Job History
This allows users to view previous jobs and work performed. Reports and logs can be retrieved and
viewed from here.

Insights

This component provides a simple view of important information about the sites they manage (added
to the product ‘Home Page Dashboard’). Sites that have been added to the Home Page Dashboard
will have Insights listed for them when a sync job is run (automatic).

Example information includes:

e Number of Unused Sites

e Number of Unused Lists

e Number of Large Lists

e Number of Sites that are Open to Everyone
e Number of Lists that are Open to Everyone
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The User Interface

Home Page Sections

The SharePoint Essentials Toolkit has 5 main Home Page panels:

1. The “Home Page Dashboard’ - This is where you manage your SharePoint environment. You
will select sites from the list of SharePoint sites you manage, and can click on a report or
action to take against those selected sites.

The “Live Explorer” panel. This will display contents of each site selected. You can optionally
select one or more SharePoint lists or libraries to filter the reports and actions. For example:
You may only want to build a permissions report for a single specified list that may be large.
The “Manage” panel. This section allows you to execute actions against the selected sites and
lists.

The “Insights” panel. This displays high level indicators for the sites in the Home Page
Dashboard. This panel requires the Sync to be run on startup (in the Settings section).

The “Main Menu”. This menu allows users to find and access reports and actions easily.

The “Left Nav”. This menu is used to access common sections such as Job History and
Settings.

The “Active/Recent Jobs” menu. Access recent reports and actions from the top right drop
down recent tasks/actions panel.

SharePoint Essentials Toolkit Enterprise Edition Report a bug / Request feature / Get help

H Jots 0 ctive)_ o®
e Home Page Dashboard °

Live Explorer 9

) Home
L SharePoint Lists
- o) Inventory . Permissions
+) Add site ey ™ 7 2| Build an inventory report for [::) Manage permissions for the
w y acventureworks fnesnavenurenors & St Thle:, (4 Q ~ e selectac s et
3] My Connections Te it s
4 Communication Test Site Jsites/CommunicationTes. e ems . Links . Co
Q Hiaiy . Corioac G ® Tiiisdtorine 4 site Title: USAlabama (30) 23| Manage links in the EAEA Copy content from one site
R 2 selected sites to another
3
AAList w Metadata
Demo BLM Jsites/DemoBLM
(] Job History Lo PaD BeTA —
5 s 0 tics earc
i Jsites/DemoTe Andrew Copy Test List o 5 Analy
Dicast ST, 'Ql Review usage and analytics Q Perform searches within
'3 Scheduled Jobs Ol 60 for the selected sites selected sites
E-Commerce (5) fsites/Desirelnfoweb Andrew Docs 1
=) JobTemplat LA} f 2 @ fsitesis T Andrew Metadats Docs 1 1 o [ v ]
job Templates Fabricam (2) /sites/Fabrikam . Bulk Create & Edit . User Activity
T Avctive Library 3 #] Create SharePoint sites, lsts Collect and view user
License R Firance {5tedromce eSSy and content in bulk activity within selected sites
B} Georgia fsites/Georgia Businessles) 2
&3 Check for Updates = o
@ Google Migration Mirror Jsites/GoogleMigrationM... Chris Documents 555
5} Settings B Google Test Site Jsites/GoogleTestSite B Classificd Documents 0
@ avout 8§ GregDev Company Links 0
3 B 1T Systems Site (1) Jsites/ITSystemsSite c dl Stivichiire Réports 7
4 Marketing (3) Isites/mktg Countites 4
» M Onboarding (4) T Documents il
. Pranay (499) T Documents2 o
B Product Research Team /sites/productresearchtea... f1  FFA Documents 0
B Froject T From File Share 0
1 ites/SupportReports
d Support Reports /sites/SupportRepor Insurance Benefits 0 Iniights° *
> Support R @ 5
el Language(s) 2
> B Toronto (1) @ /sites/Toronto = 0 Total Lists Large Lists
Large Library - Learning 20 0
v USAlabama (1) @ /sites/USAlabama - m
LargeFolder
9 se2010 5 UstsUnique | Sites Opento
v List with Attachments
- Permissions Everyone
1site selected Save Layout Restore Reset :
G Refresh I# siteMap @ Export O Sync O Refresh @ Export :
nsights Settings

L Enterprise vIL41.2

Page 11

of 52




<¢ Cognillo

Pinning and Unpinning Panels, Reports and Logs

You can pin and unpin panels to increase the viewing area:

Live Explorer . z
H
() Home &
- SharePoint Lists o
earch sites ———————————————
Add Site N ; o - - |
Name - ud Lists ftems Size (GB) Storage Available (.. Unique Permission: | =
. . Gl | Swnged Click the pin icon to unpin a 2
3] My Connections i 1 z
3 [ communication Testsite Jsites/Communication... 0 R 90.89% True : and pin panels 1 >
=-=== 20 1576 27 99.9%% Troe. e 1 S B  m m  m
I -
The Home Page Dashboard and Live 1 5 . 4 004 10000% True B a4 ListwMetadata
; [ . —— = 0
; Explorer show more details when expanded : s o300 003 10000% i 1
—
1 i &0
S | . w an wes ) Click the panel to expand and
— in i 1
1
) Job Termplates v O B fariam) s L 00 s} pin it back i
S —— JRp—
- - T 13
License @ Finance Jsites/Finance —— e 100.00% True oo ey
2
By
0 Georgia Jsites/Georgia s - o 009 100.00% True B sosinesen
£ Check for Updates T oo, 555
ris Documents
B Google Migration Mirror Jsites/GoogleMigratio.. | e - a—— 006 100.00% True -
Settings T Classified Documents 0
@ < B Google Test Site Jstes/GoogleTestsite | o - 10000% True oo Clsedbeamen
0
G Links
©) & B GregDev fsites/GregDev —— — o8 10000% True B CompanyLin
7
Content and Structure Repor
> @ T Systems Site (1) [sitesTsystemssite | p— o—— 99.85% True | e
4
. D Marketing (3) Jsites/mtg . W 99.97% True B counries
-nl 21
D its
» [ cnbosrding ) foites/EssentalloolkGt.. | L} 020 100400% True ocumen
o 0
" ﬁ Pranay (439) Jsites/pranay —— e—— % o0 True
0
B Product Research Team Jsitesfproductresearch.. T - 202 90.99% True o FIfA Documents
0
BF project 4 - 029 100.00% True From File Share
0
Insurance Benefits.
ﬁ Support Reports /sites/SupportReports 4 1 000 100.00% True. @
2
. ﬁ Support Resources (3) Jsites/SupportResources | o - —l T 10000% True []  Languagets)
-nl 0
> @F Toronto (1) © Jsites/Toronto " e———— 27 99.92% True L Large Library - Leaming
27 1054 083 100.00% [ LergeFolder n
> v @} UsAlabama (1) ©  fsites/USAlabama s— ——— True v
N ] Listwith Attachments 3 .
1 site selected Save Layout Restore Reset
O Refresh IE sittMap @ Export O Sync Q Refresh ™ Export
L nterprise vILe12

Drag and Drop Panels, Reports and Logs

You can drag panels (including Reports and Logs) to a separate monitor as needed for better viewing:

SharePoint Essentials Toolkit Enterprise Edition Report a bug / Request feature / Get help L N(ENTS] - 0

Live Explorer = 5, E
E
SharePaint Lists
Storage Available (..  Unique Permissions  Is Unused =
Site Title  ~ Q o irve irve r }‘;
Title ~ | ltems Description Ut Checkout Required | Unique Permissions | Versioning 99.99% True True &
4 | site Title: UsAlabama (30) 1 el True Trve
E] 2 Jsites/USAlabamarLi 0 [m] v 10000% True True
B L JsitesUSAlabamati 0 (m] ¥ 10000% True True
m L2 Jsites/USAlabama/As 0 %] vl 100.00% True True
on] 1 Jsites/USAlabamarés O - %] 100.00% True
o] = II Jsites/USAlabamarai (=] II - ll 100.00% True Il
B 2 Jsites/USAlabamarli [m] L ] 100.00% True True
m A% This system library was created by the Publishing featu /sites/USAlabamaCl ] |] %] 100.00% True True
om} LB Jsites/USAlabama/Cl O a 1000 True Trve
B) ®  Thesearelinks for the company. Such as HR Forms.  /sites/USAlabamarLi [} m] 100.00% Troe True
B) T R reperie R Gt the et that sppe St UISAL biama it [} (m] (m} 99.98% True True
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Live Explorer

SharePoint Lists

Site Title

Title ~
Site Title: USAlabama (30)

5]

E EfBEHEHBE EEE E

Items

Description

This system library was created by the Publishing featu

These are links for the company, Such as HR Forms.

Use the reports list to customize the queries that appe

Used for test purposes

/sites/USAlabama/Li

/sites/USAlabama/Li

fsites/USAlzbama/Al

/sites/USAlabama/Al

/fsites/USAlabama/Ai

fsites/USAlabama/Li

/sites/USAlabama/Cl

fsites/USAlabama/Cl

fsites/USAlabama/Li

/sites/USAlabama/Re

fsites/USAlabamay/Li

/sites/USAlabama/SI

/sites/USAlabamay/St

/sites/USAlabama/FlI

/sites/USAlabama/Fr

/sites/USAlabamay/Li

/sites/USAlabamay/Li

/sites/USAlabama/Le

Checkout Required

Unique Permissions

Versioning Major Versions

O Refresh & Export
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Save Layout of Home Page

v ﬂ Advanced-Community L] 4 Site Title: USAlabama (30)
ﬁ Advanced-DevOps-Gallery (] [[]  AA List w Metadata !
! B} AdventureWorks ([ e e s
dJobs E Communication Test Site : :
e v contoso © : Save _the Iayout_ :
83 Demo LM ; Layout will be persisted ;
(D venores : on restart. : o
(U= » [ e-commerce s Il ____________:

. 8§ Fabrikam (2)

Classified Documents 0

B Finance Company Links 0

0] Georgia Content and Structure !

B Google Migration Mirrer Countries 4

B Google Test Site Documents 21

1 site selected Save Layout Restore Resetj m— Documents?2 0

QO Refresh I SiteMap 9 Export O s
C Refresh @ Export

Custom button
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Use the Main Menu to find useful Reports and Actions

Request feature / Get help)

. . Manage
Quick Actions 9
_ o e

o Links

' Inventory . Permissions a Links a Copy

© search
Site & List @ remissions Report @ sroken Links i ] Copy Lists
Inventory
o Check User © Find Links @ copy Term Store 500N © user Activ
o Item Inventory Permissions
o Find & Replace Links
° Field Inventory SOON o Add Administrator
o Content Type o Remove/Replace Admin
Inventory
o Remove User Insights

@ user inventory
o Clone User Permissions

Unused Sites

0

o Clean Orphaned Users

g Analytics @ Search Bulk Create & Edit

© site Analytics @ content Search @ cCreate sites @ user Activity

@ search & Replace

& Refresh & Export

Custom button

Use the search section:

Quick Actions

. Permissions a Links . Search

Check User © eroken Links O checked Out Files
Permissions

B Georgia
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Access Recent Jobs through the Active Jobs drop down

This will display recent jobs since the application startup.

Report a bug / Request feature / Get help Jobs (0 active) - —: |8 E]
Summary g

its a -
e Sync Job - 2026-02-03 08-1 View

Title Completed
: Advanced-Archive (9) 100%

Documents Job Started: 2/3/2026 8:11:27 PM

Documents? Job Completed: 2/3/2026 &11:45 PM

SharePoint Sites 3/3
Export Link:
Kport Links 1304/1304 Items Processed
Large Library - Learning

Marketing Links List

Site Assets
. Discovery Job - 2026-02-03 07-57 View 1
Site Pages
Completed
Style Library 1008
b v

Together 100% Stronger
[Z] open Allin Job History
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License Activation

If the license is not active, you will be prompted to activate the license in the License Page.

To activate your license, input the License Key, Email and click Activate.

License Activation Key

The license activation key is a numeric value you should have received during time of purchase.
License Email

The License Email does not need to match records at Cognillo for your account. This value can be an
email address, machine name or any other value you would like to use to track the license activation.

License
u je to view and manage th tic icense
License Activation Key: o License Usage:
18/20
License Email: e Subscription End Date:
Saturday, May 1, 2027
License Actigmtion Type: Product:
Online SharePoint Essentials Toolkit Enterprise Edition

Offline
Product Version:
Enterprise

License Type:

Full

Activation Type:

Cnline

Computer ID:

APqrsV/wL+9iXh/cla/d

Machine License Activations In Use:

18

Q) Activate © Deactivate

Offline License Activation

For OFFLINE license activation, see this article: How do | activate the license OFFLINE?
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Getting Started

e Oncethe productisinstalled, you will need to first create a SharePoint Connection, this is the
‘connection’ the tool will use to access SharePoint.

e You can set up more than one connection. However, the first connection found will be used
by the tool. In a future update, you will be able to force selection of a profile to use before you
execute a job.

e The steps for setting up the connection are different depending on the authentication method
chosen.

Create a SharePoint Connection

1. In SharePoint Essentials Toolkit, click Add Site in the left navigation.

SharePoint Essentials Toolkit Enterprise Edition Report a bug / Request feature / Get help Jobs (1 active) - - 0 G]
- Home Page Dashboard Live Explorer L Manage L
— SharePoint Lists = a
- © inventory @ rermissions
am a
4 3-.;3 Contoso Production (22)
-3] My Connections !‘:‘j A MG © o Links e Copy
r BETA
Q Discovery E "i Communication Test Site 1]
© Analytics © search
) L Contoso (2) ]
[E] Job History
B DemoBLM [ © Bulk Create & Edit
(4 Scheduled Jobs -~ -
- C_;l DemoTest o X Ly ['New )
. i
=) Job Templates . @ E-Commerce (5) ) v © user Activity o
@ Fabrikam (2) L] g ;
7 License = ,[ Insights Y
B} Finance [
£ Check for Updates B eorgio ° Nothing found here Q) Refreshing data..
~ Unused Sites Unused Lists
(6} Settings B Google Migration Mirror ] 0 6757
D b B} Google Test Site L]
B} GregDev L] Total Lists Large Lists
6528 27
> B 7 systems Site (1) L]
4 Marketing (3) e, Lists Unique Sites Open to

Everyone

Save Layout Restore Reset

453

O Refresh I® site Map & Export Q& Refresh ) Export Sl
£ Enterprise v11.4.1.2 Insights Sett ngs

2. The Add Site Wizard window will appear.
3. Thefirst step is to add a SharePoint Connection.

The “My Connections” section is used to create “Connection Profiles”, these are used to
authenticate and connect to SharePoint.

TIP: Connection profile files are stored here:
C:\Users\<username>\Documents\SharePoint Essentials
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Toolkit\Config\ConnectionProfiles.json

4. Enter the name of the profile, such as “SharePoint Production”

5= SharePoint Essentials Toolkit

STEP 1: SharePoint Connection

315 used authent stion with SharePoint

SharePoint Authentication

Enter profile details that will be used to authenticate with SharePoint.

MNew Profile Name: K + Enabled

This connection will be used for;

SharePoint Sites and Content

SharePoint Root Site (Tenant or Web Application Uri)

Credential Type:

Web Browser Authentication

Additional Options
Configure additional options for this connection

Enable Single Sign Cn

am o

Auto-detect Login Page

QD o

Azure Authority Host (SharePoint Online Only):

Azure Public Cloud

@ Next © Cancel

5. Select “SharePoint Sites and Content” for this profile.
6. Enterthe rootweb application or tenant URL.

a.

b.
c.
d

i.e. https://mycompany.sharepoint.com/

Do not use the admin site URL (i.e. https://mycompany-admin.sharepoint.com).
For SharePoint on-premises, use the web application URL (i.e. https://spfarm).

You can also specify a site collection URL if you need to use different credentials for
different site collections.
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7. You will now need to select the authentication type. The recommended option is Web
Browser Authentication. See Authentication Methods section for more information.

5 SharePoint Essentials Toolkit

STEP 1: SharePoint Connection

nter credentials used to authentication with Share nt

SharePoint Authentication

Enter profile details that will be used to authenticate with Sh

1}
]

Mew Profile Name: v| Enabled

SharePoint Production

This connection will be used for;

SharePeint Sites and Content

SharePoint Root Site (Tenant or Web Application Url)

https://contoso.sharepoint.com

Credential Type:

Web Browser Authentication

Additional Options

_onfigure additional options for this connection
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8.

5 SharePoint Essentials Toolkit - 0 E]

STEP 1: SharePoint Connection

te edential ed to authent tion with are nt

Credential Type:

Web Browser Authentication

Additional Options

Configure additional options for this cc

Enable Single Sign On

@ o oo oo TEEETTm T 1

Enable Single Sign On using OS Primary Account

QD o

Auto-detect Login Page

QOn ———————————————————

Azure Authority Host (SharePoin; BONlY): e —————— - -

Change for non public cloud, such as
Government cloud, GCC High

Azure Public Cloud I Use automatic to simplify
I Azure App Registration.

Use Azure App Registration (SharePoint Online Only):

@ o
Automatic:

Qb o

Enterprise App Id

Tenant Id

Save © Next ‘_(g Test Login © Cancel

(Optional) Use ‘Enable Single Sign On using Primary OS Account’ if your environment has
Conditional Access Policies which require the current logged in Windows account to connect
using SSO (Single Sign On) for device authentication.

Enable Single Sign On

@@ o

Enable Single Sign On using OS Primary Account
L' Off

(SharePoint Online only) Azure Authority Host — You may need to modify this setting if you are
using SharePoint Online and on government cloud, such as GCC High. Non-government
customers are typically on ‘Azure Public Cloud’.
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Optional

Enable Single Sign On using OS5 Primary Account

Ol o

/Mure Authority Host (SharePoint Online Only):
Azure Public Cloud

Azure Public Cloud

Azure US Government

Azure US Government DoD
Azure US Government GCC High
Azure China

Azure Germany

10. (Optional) (SharePoint Online only) Configure Azure App Registration to gain greater
reporting benefits. See the “SharePoint Essentials Toolkit Installation & Deployment
Guide” to get help with settings this up. For limitations if this is not enabled, see this section.

Optional

Enable Single Sign On using OS5 Primary Account

Ol or

Azure Authority Host (SharePoint Online Only):
Azure Public Cloud

( Use Azure App Registration (SharePoint Online Only): \
B
Enterprise App Id:
Tenant Id:

IMPORTANT: Azure App Registration is required for Permission Reports to show members
within domain groups, including inside of M365 Team Groups.

User Activity Reports and Site & Content Analytics also require Azure App Registration.
See the Installation and Deployment Guide for help on configuring this option.

11. You can click “Test Connection” to ensure it is working.
This requires that you have at least READ access to the root SharePoint site i.e.
https://contoso.sharepoint.com. If you do NOT have at least read access to the root site, skip
testing the connection.
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5= SharePoint Essentials Toolkit E]
0 Test Connection
Successfully connected to site

Close

12. Click “Next”

5 SharePoint Essentials Toolkit = | E]

STEP 1: SharePoint Connection
Enter credentials used to authentication with SharePoint

Profile Name: 1

[ [¥ Make a Copy

Create New Ef Edit Ev Delete # Clear Cache

SharePoint Authentication

nter profile details that will be used to authenticate with SharePoint.

New Profile Name:

This connection will be used for:
SharePoint Sites and Content

SharePoint Root Si enant or Web Application Url)

L Testlogin | €© Cancel

Add SharePoint Sites

You can add sites by clicking the “Add Site” button in the left navigation.

After selecting the SharePoint Connection (see steps here), you should see a screen where you can
begin adding SharePoint sites.

There are 3 ways to add sites:
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5% SharePoint Essentials Toolkit -0O®

STEP 2: Add SharePoint Sites

IV Tal you want t anage using the SharePoint Essentials Toolkit

How do you want to add sites?

Add Manually Microsoft Exce SharePoint Search

Add a SharePoint site by typing mport SharePoint sites using a Use SharePoint search to find
or pasting the site URL. f | | t to ir

Enter Site Url
tt page to manua ydd nport Shar nt sit

v Include subsites

Collapse
Specify the Home Page Group
i the SharePoint sites to the 'Home Page I
Groups on the Home Page Dashboard are used to help organize your sites.
Home Page Dashboard Group:
Contoso Production
@ Previous: Connection Close

Adding SharePoint sites to the tool:

A. Add Manual (Easiest) - Type or paste a site URL

B. Microsoft Excel (Import Bulk) — Import using a spreadsheet
TIP: You can export sites from the SharePoint Admin center ‘Active Sites’ and import them
here. The Excel file should have just a single column with the Site Urls.

C. SharePoint Search (Bulk Add by Selection) — Use SharePoint search to add sites. Note that
you will not see sites that you do not have at least read rights to. The sites listed will
automatically be security trimmed.
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5 SharePoint Essentials Toolkit

n th

hoo:

on,

Add Manually

Add a SharePoint site by typing

oW

DU W

yOou wa

STEP 2: Add SharePoint Sites

aaa

nt tc

add 5

or pasting the site URL.

harePo

Enter Site Url

page

Specify the Home

Home Page Dashboard Group:

Contoso Production

arePoint

@ Previous: Connection

Page

Group

ant to manage L

How do you want to add sites?

Microsoft Excel SharePoint Search

Jse SharePaint search to find

0 Enter or paste a SharePoint Site URL

I
T -

S ————————

v Include subsites

Collapse

Close
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5= SharePoint Essentials Toolkit = [O] E]

STEP 2: Add SharePoint Sites

n this sec N, I'W add sites you want to manage using the SharePoint Essentials Toolkit.

How do you want to add sites?

g Microsoft Excel SharePoint Search

ping Import SharePoint sites using a
Microsoft Excel spreadsheet.

L ————————————————— -

1 . .
Excel filel Import sites using an Excel spreadsheet.

l
Microsoft £l It should have one column for the Site I
ho ve d Collection Absolute URL :
1c ® |

clude subsites

Choose the Excel file to use for import:

@ Import (.xlsx)

Collapse

Specify the Home Page Group

] the SharePoint sites to the 'Home Page Dashboard Group' chosen

on the Home

Home Page Dashboard Group:
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5 SharePoint Essentials Toolkit

STEP 2: Add SharePoint Sites

n this se n, you will add sites you w

ant to manage usin

] j harePoint E ials T
How do you want to add sites?
Choose how you want dd nt
Add Manually Microsoft Excel Q SharePoint Search
Add a SharePoint site by typin t SharePoint sites using a Use SharePoint search to find
I pasting t | s 1 t

Find SharePoint Sites
e th t S an

Search Filter (Optional);

() start Discovery

Specify the Home Page Group
Add SharePoint sites to the
ps on the Home Page

Home Page Dashboard Group:

Contoso Production

sites to import.

[e—————————————————

2
l
Click "Start Discovery" :
Optionally add a filter I
i
I

_DE]

Collapse
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Once sites have been added, you will be prompted if you would like to add more sites:

& SharePoint Essentials Toolkit -0

STEP 2: Add SharePoint Sites

n this section, you will add sites you want to manage using the SharePoint Essentials Toolkit.

Choose SharePoint Sites to Add 3 sites selected

o Add Sites

Add sites completed
Group Name: Contoso Production

Do you want to add more sites?

Result: 3/3 sites added

@ Yes o No

Show Advanced Options

Close

If you select No, you will be brought back to the “Home Page Dashboard”.

Adding SharePoint Sites to a Home Page Group

You can also add sites to a specific ‘Group’ by right clicking the group. This will add the sites under the
selected group.
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SharePoint Essentials Toolkit Enterprise Edition

Home Page Dashboard

Home

Add Site 4
td Contoso Production (22)

My Conr

T Create New Group
Discover t Site

[> Rename Group
Job Histc M Select all Children

Select all Children (top level sites only)
Schedule

Select all Visible

JobTem; 4. De-selectall

+'  De-select all (within group)

d 0 0 0 0 &0 o
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Authentication Methods

Choosing an authentication method is a key decision in setting up the SharePoint Essentials Toolkit.
The choices are:

e Username and Password

e Web Browser Authentication (WBA) with Azure Registration

e Web Browser Authentication (WBA) without Azure Registration

e Certificate Authentication with Azure Registration (Recommended for Scheduling jobs with
SharePoint online)

WBA with or without Azure Registration will be the best choice for many users. For Certificate
authentication, please refer to the User Manual for detailed instructions.

Azure App registration is a secure way for Azure Tenants to understand which applications can be
trusted to access the company directory and information such as usernames and group names for
authentication and report information. Cognillo does not have access to company information. This
'app registration' mechanism is used to delegate access to users through the application
(Certificate-based authentication will not delegate access and uses application permissions
assigned in the tenant).

Recommended Authentication Method: Web Browser Authentication

In most cases, WBA (Web Browser Authentication) is recommended.
WBA is required if you are:
e Using Multi-Factor Authentication (MFA)
e Using afederated service such as Active Directory Federation Services (AD FS)
e Using any third-party authentication provider
e Using Single Sign On (SSO)

Authentication Comparison

This table shows which SharePoint Essentials Toolkit features are supported depending on the
authentication method chosen. For more information on the authentication methods, see Choose
Authentication Method.

Authentication Username and WBA without WBA with Azure | Certificate
Method Password (not Azure Registration

recommended) | Registration
Supports On-premises No No Yes
Scheduled Jobs only
Effort to set up Least effort Simple Setup required Setup required
Supports MFA No Yes Yes N/A
Requires No No Yes Yes
assistance from
an Azure admin
Supported by SP | No Yes Yes Yes
Online
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Supported by SP | Yes (less secure) | Yes No No
on-premises

Supports link Yes Yes Yes Yes
jobs

Supports No No Yes Yes
analytics jobs

Supports Yes Yes Yes Yes
permissions jobs

Supports copy Yes Yes Yes Yes
jobs

Domain group No No Yes Yes
member

permissions for
permissions
jobs* and site
and content
analytics jobs

Supports No No Yes Yes
governance

features

Login screen Yes Yes Yes No

pops up when
running jobs

Requires No No No Yes
certificate

* Without Azure App Registration, permissions job reports will show domain groups but will not show
members inside those groups. With Azure App Registration, the reports will show members inside
those groups, as well as nested domain groups.
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Run Your First Job / Report

AlJob is a task that is run against one or more sites and/or lists in SharePoint. A job may modify data
such as correcting links, replacing text in content, or removing permissions. Jobs produce reports
that are updated in real-time as the job is running. All jobs and their results are saved to Job History.

For All Job Types

Select the SharePoint sites you would like to run a report against, then click the action in the
“Manage” panel.

Report a bug / Request feature / Gethelp [EEIE NN - O &

Home Page Dashboard Live Explorer L Manage L
(] Home
nd . 1
SharePoint Lists m
= E] Inventory ) Permissions
() Addsite _ = \
S Name e url Title ~
5) My Connectians 4 [ L5132 Contoso Production (25) 4 site Title: Advanced-Archive (9) E i Gl Cony
§ v [ Advanced-Archive @ /sites/advanced-a.. Ml Documents
Q, Discovery - - BETA
v [ ) hdvanced-Community @  /sites/advanced-c... Do @ Analytics Search
=] Job History [T Export Links
g M Large Library - Leaming r
(2 scheduled Jobs ai [ y D Bulk Create & Edit User Activity
_________ 1 Marketing Links List
=) Job Templat 1 1
SR AP e i 1 [T site Assets
»
5 icee = | Select one or - & Sieaoes r i
Z 1
I more sites 1 0 seym=—demeemaa- ! - J
Oeetas ks ! ! 1 Select one or more | i i I
R I 1 st :  Select job type .
A setings 3 | ———— I 4 Isite Title: Advd ISts. I 1 1
» 3 2
= M aad  No selection will 1 I i
() About o i 1S : 1 | S —————— 4
- T
T ced INclude all lists.
o) T ————— J
m Documents
B -
Events
@i i
R Insights »
i T
f Style Library
» ai Unused Sites Unused Lists Total Lists Large Lists
0 9 20 0]
.
» ) Lists Unique | Sites Open to
2 sites selected Save Layout Restore Resel kil e ey
0 0
& Refresh IE siteMap @ Export O sync O Refresh @3 Export

! Enterprise 11412

Insights Settings

In SharePoint Essentials Toolkit, click Home in the left navigation if you are not already on the
Home page section.
Check one or more sites in the Home Page Dashboard. The Live Explorer panel will
automatically update to show lists in each site.
Optionally check one or more lists in each site.
a. On agiven site, the job will be run against any lists that are checked in Live Explorer.
b. Ifyou do notcheck a listin a site, the job will be run against the entire site.
Under Manage, choose the type of job you want to run, then see below for steps to configure
the job with basic settings.

Run Your First Permissions Report

1.

After selecting sites/lists from the Home Page Dashboard and Live Explorer, in the Manage
panel, click Permissions.
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Manage

Inventory
Build an inventary report for

the selected sites

Links

ﬁ Manage links in the
selected sites

BETA
Analytics

]
@ Review usage and analytics

for the selected sites

» Bulk Create & Edit
| 'I Create SharePoint sites, lists

and content in bulk

\
D

Permissions n

Manage permissions for the
selected sites

Copy
Copy content from one site
to another

Search

Perform searches within
selected sites

User Activity m
Collect and view user

activity within selected sites

2. Click Permissions Report.

Manage

o Permissions

Permissions Report

@ Create a permissions report
far the selected SharePaint

sites

Add Administrator
Adds new administrators to
the selected SharePoint
sites

Remove User

Remove one or more users
or groups completely from
selected SharePoint sites

@ @

Clean Orphaned Users
Removes disabled or
missing accounts within the
selected SharePoint sites

BETA
Check User Permissions
Check one or more users
permissians for the selected
SharePoint sites

Remove/Replace Admin
Remove or replace
administrators from the
selected SharePoint sites

Clone User Permissions
Clones a user's permissions
within the selected
SharePoint sites

3. \Verify the correct site(s) and list(s) are shown. Optionally click Edit to change the Selected Sites, or

Selected Lists.
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SharePoint Essentials Toolkit Enterprise Edition Report a bug / Request feature / Get help [EEPE(ETAUS)

Home (&) Permissions Job Options

(n) Home

Permissions ) )
(+] Addsite ) ) Auto-Discover Sites (I
Configure your job settings and target sites.

3] My Connections

Job Name:
Q. Discovery My Permissions Job
Sl ey Selected Sites:
. : (] . [
[[@ Scheduled Jobs Advanced-Archive eam Site Advanced-Community Publishing ki
,-’S\YiS."EL'l vanced-archive [sites/advanced-commun ty
2] Job Templates
Selected Lists:
/9 License :
Everything
Includes all SharePoint Lists & Libraries. Edit
3 Check for Updates : ;
NOTE: Inclusion e ap,
(6} Settings
Show Additional List Options
O About

2 ALL Include

SITES SELECTED LISTS SELECTED DOMAIN GROUP MEMBERS

© Next: Options Save as Template © Load from Template
. Enterprise v11.4.1.2

4. Click Next: Options.
5. Inthis section you can select from the options or tabs to change job settings:

Page 34 of 52



<& Cognillo

SharePoint Essentials Toolkit Enterprise Edition Report a bug / Request feature / Get help [SLLS(ENSGT)]
= Home (€) Permissions Job Options
(n] Home
: Permissions
(] Add site Configure v sattings 2 sites selected
2] My Connections Summary  Settings  Filters  Email  Export
Q Discovery
- o This job will build a permissions report for the selected sites.
i=| Job History
@ Scheduled Jobs o E
- Permissions Report Content Filters Email
] Job Templates acy )
= Configured
! License
Export to SharePoint
3 Check for Updates
o} Settings
(i) About

@ Back: Select Sites b @ Schedule Save as Template © Load Template
. Enterprise v11.4.1.2

For example, clicking Settings or Permissions Report button will bring you to the main options for
this job. Select your options or use the defaults.
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SharePoint Essentials Toolkit Enterprise Edition Report a bug / Request feature / Get help
e Home (&) Permissions Job Options
(7)) Home
Permissions ;
(4] Add site Configure your iob s and 2 sites selected
Configure your job gs and
=] My Connections Summary  Settings  Filters Email  Export
Q) Discovery a
= Permissions
jpich Hetary Select what to includ perr
Scheduled Jobs Include Site Collection Admins: m On
_:j Job Templates Include SharePoint Site Permissions: m On
B Ireise Include SharePoint List & Library Permissions: m On
Include SharePoint ltem Permissions: m On
£ Check for Updates
] Settings © item, File and Folder Permissions B
NOTE: The report will HIDE items, files or folders with inherited permissions.
') About Only uniguely permissioned items, files and folders will be shown in reports.

Additional Options

Sele ona s for the permissions job.

Include Domain Group Members: m On
Include Limited Access (Site Level): m Off
Include Limited Access (List Level): m Off

Report Configuration

“hoose how you want to display perm

Permission Levels
o Show in single row (compact. merged)

Show in separate rows (supports grouping)

@ Back: Select Sites > © Schedule Save as Template O Load Template
. Enterprise v11.4.1.2

6. Click Run Now.
7. The Permissions Report will appear. It will be updated in real time as the Permissions job is
running.
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Report a bug / Request feature / Get help

= Home (€) Permissions Report O In progress: Compreh Pe Report https://cognillod h i d-archive... ‘
Home P . ) arte 6 8:4 Ph
@ Permissions Report LY SeneRinang o i 2
My Permissions Job © Job Options Il Pause © Cancel ™
Add site
5] My Connections Permissions Matrix Report L Comprehensive Permissions Report L] g
E . o]
View Grouped By Scope (Default) -] L Export View | Create a custom view = & Refresh L7 Export z
Q Discovery L
Title Scope url P
B SteUd ~seope v | Tme A Q
=] Job History - AccountType =
. o
Principal Type Display Name Login Name ur @
[(4 scheduled Jobs
» Site Url: /sites/advanced-archive (13)
T
Ej Job Templates ®  Site Url: /sites/advanced-community (10) g
&
- 2
/2 License a
i
£
2
y Check for Updates - 3
+ . Fetching SharePoint lists to process... =4

{5} Settings

() About

0.17 0 1,301

TIME ELAPSED (MIN) ITEMS UNIQUE PERMISSIONS TOTAL ITEMS

| Enterprise v11412 Status: Fetching SharePoint lists to process.. o o ety e o hippend i

Other Jobs & Reports

See our online user guides for help with other components.
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User Activity Jobs

The User Activity jobs use Microsoft Office 365 API to fetch user activity from the Unified Audit Logs in
the SharePoint online compliance center. This data is automatically collected automatically by
SharePoint Online.

SharePoint Online Only

The User Activity & Governance feature is supported by SharePoint Online only. Analytics for
SharePoint on-premises is not supported.

Setup & Configuration

See the SharePoint Essentials Toolkit Installation & Deployment Guide for instructions on configuring
User Activity and Governance.

Permissions & Data Access

The user must have at least Read rights on the SharePoint site that they would like to fetch user
activity from.

Once configured, the User Activity service does not require users to be Compliance Administrators,
which normally is required to view Audit Log data. The SharePoint Essentials Toolkit will be configured
to have app level permission to fetch the data for the tenant during a sync.

The data collected is then hidden through strong encryption on the machine which the SharePoint
Essentials Toolkit is installed on. See the deployment guide for more details about location of data
and encryption strength.

Sync Background Task

The SharePoint Essentials Toolkit will automatically prompt the user to have a background task
scheduled to run on the machine. This prompt will appear when the user clicks on “Start
Governance Collection” from the My Connections section under the User Activity Profile
configured.

Where data is stored

SharePoint Essentials Toolkit will encrypt and store the results of each sync to disk, and over time you
will have a history of audit log/user activity data that you can access through the “Job History”
section.
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Working with Reports

Drag and Drop Column Headers

You can drag and drop column headers to change groupings and pivot the data.

Permissions Report

My Permissions Job

Permissions Matrix Report

View  All Permissions &
Drag & column header here ta group by that column
Princi... | Site Title Scope Title
B Contoso Site Contoso I}
B Contoso Site Contoso
B Contoso Site Contoso
Contoso Site Contoso
..- Contoso Site Contoso

Filtering Data

@ Job Options

Display Name Account Type
Aiko Norton User
Rebecca Lang User
David Cooper User
Sandra Brooks User

Al Marketing Progr...

Domain Group

@ Run Now

Login Name

aiko.norton@cognill

rebeccalang@cogni

david.cooper@cogni

sandra.brooks@cog

Al Marketing Progra

o Status: Completed

Url Permission Level Inherited Permissi.

https://cognillodem: [ELLEGHIGIRIEEES

Full Control; Edit

Full Control; Edit

https://cognillodemse

https://cognillodems

httpsi//cognillodem: RCUEEHTIHALEY

https://cognillodems

You can filter data by hovering mouse over a column header and clicking the filter icon.

Permissions Report

Permissions Matrix Report
View  all Permissions &

Drag a column header here to group by that column

Princi... | Site Title Is External User

Scope

B Contoso Site
B Contoso Site

B Contoso Site
B oo Site
: Contoso Site
B Contoso Site
B Contoso Site
-

Advanced Filtering

Title

Contoso

Contoso

Contoso

Contoso

Contoso
Contoso

Contoso

@ Job Options

Display Name

Aiko Norton

Rebecca Lang

David Cooper

Sandra Brooks

Al Marketing Progr...
Andrew Ang

Arturo (Isai) Cabreje

@ Run Now

Account Type

o Status: Completed
0

Login Name Url

2

Permission Level Ink

User aiko.norton@cognill

User rebeccalang@cogni  https://cognillodem: ETIESEHS
User david.cooper@cogn  https://cognillodem: [SUILSSUILRS Y
User sandra.brocks@cogr  https://cognillodem: Control; Edit; Mode

Domain Group

Al Marketing Progra

https://cognillodem: Full Control

User andrew.ang@cognill  https://cognillodem:
User isai.cabrejo@cognillc  https://cognillodemt Full Control
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You can perform advanced filtering using rules by right clicking a column header and clicking “Filter

Editor”.

View  All Permissions

Permissions Matrix Report

L

Drag a column header here to group by that column

Princi.. | Site Title Scrm- I Butmmnnl e ne Tosle Display Name Account Type Login Na
B Contoso Sit z} Sort Ascending 50 Carmen Lee User carmen_z
B Contoso Sit Al Sort Descondig 50 Arturo (Isal) Cabrejo  User isai.cabre
B Contoso Sit orting 50 Joe Ferguson User joe_acme
B Contoso sit #, Group By This Column 50 Mark DuChamp User mark_acn
B Contoso Lis 47 Hide Group Panel ollection Imag: Carmen Lee User carmen_z
B Contoso Lis = Show Column Chooser ollection Imag: Arturo (Isai) Cabrejo  User isai.cabre
B Contoso Lis +a+  Best Fit llection Imag: Joe Ferguson User joe_acme
B Contoso Lis Best Fit (all colum ollection Imag: Mark DuChamp User mark_acn
B Contoso LS Y  Fiter Editor.. locuments  Carmen Lee User carmen_2
B Contoso Lis Show Search Panel Jocuments Arturo (lsai) Cabrejo  User isai.cabre
B Conteso L " Conditional Formatting , locuments Joe Ferguson User joe_acme
B Contoso List v Hira Documents Mark DuChamp User mark_acn
n Contoso List v Companv Links Carmen Lee User carmen 2

Add conditions and other advanced filtering options.

Filter Editor x
Bo
Scope  Starts with v
Is External User | Equ Sort: Value
Item (20)
List (201)

Site (4]

Show/Hide Columns

You can hide columns by dragging them off the screen
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Permissions Report

My Pe

rmissions Job

Permissions Matrix Report

View Al Permissions

Pringi...

Site Title

Contoso
Contoso
Contoso
Contoso
Contoso
Contoso
Contoso
Contoso
Contoso

Contoso

er here to g
Scope
Site
Site
Site
Site
List
List
List
List
List

List

@ Job Options

® Run Now

o Status: Completed

-] £ Export
oup by that column Q
ls External User Title Display Name Account Type Login Name urd Permission Level Inherited Perm
v Contoso Carmen Lee User carmen _ s.cOmPEX https:/, “ 1
Contosa Arturo (Isai) Cabrejo  User isai.cabrejo_cognillo.com#EXT#/ llod; n  https;//cognillod Edit
v Contosa Joe Ferguson User joe_acmesuppliers.com#EXTE@cognillodemo.onm  hitpsi//cognillodemc Edit
v Contoso Mark DuChamp User mark_acmesupp omEEXT#@c d httpsi/cognillod “
v Site Collection Imag: I%ﬁlrmer‘ Lee User carmen_acmesuppliers.com*EXT#@cognillodemo.  httpsi/cognillodemc “
v Site Collection Imag: Arturo (lsai) Cabrejo  User isai.cabrejo_cognillo.com#EXT# llodemoon  htpsy/cognilloden: [T IR
Cal Site Collection Imags Joe Ferguson User joe_ac om*EXTZ@ onm  https://cognil “
v Site Collection Image Mark DuChamp User mark_ac liers.com#EXT#@cognillodemo.on  httpsi//cognillod Edit
v FIFA Documents  Carmen Lee User carmen_acmesuppliers.com#EXT#@c d https://cognillod “
Ca FIFA Documents Arturc (Isai) Cabrejo  User isai.cabrejo_cognillo.com#EXT#@ llodemo.on  httpsi/i “
———

You can add columns back, and remove columns using “Show Column Chooser”

| User

O XU X X U 0 0 oKX

Account Type

‘zl Sort Ascending

User

il Sort Descending
ejo  User
o ; User
& Group By This Column User
4" Hide Group Panel User
Show Column Chooser ejo  User
a6 BestFit User
Best Fit (all columns) User
Y Filter Editor... User
Show Search Panel ejo  User
=" Conditional Formatting » User
FIFA Documents Mark DuChamp User

&t comammn

labrejo

i

labrejo

pp

labrejo

Account Type

User

User

User

User

User

User

User

User

User

User

Login Name
carmen_acmesuppliers.com#*EXT#@cognillodemo.

Column Chooser

Columns..,

v | Principal Type
v | Site Title
Scope

Is External User
Title
v | Display Name
carmen_acmesuppliers.com*EXT#@cognillodemo.

isai.cabrejo_cognillo.com=EXT#@cognillodemo.on

Url

Permission Level

https://cognillodem:
X

- p

v
https://cognillodems

https://cognillodem:

Inherited Permissi
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Creating a Custom Report and Saving it

You can apply the above filters, grouping and sorting, then save the “View” to be re-used later.

These “Views” can also be exported to SharePoint on a schedule to share with end users.

Permissions Matrix Report

View Al Permissions

-

Princi...

Site Title
Contoso
Contoso
Contoso
Contoso
Contoso

Contoso

®

a column heade ° New View slumn
f |
B save View ternal User
v
. # Rename View v
° Set as Default v
v
' Delete View
v
List v

Title

Contoso
Contoso
Contoso

Contoso

Display Mar|
Carmen Lee
Arturg (Isai)
Joe Fergusc

Mark DuChi

Site Collection Imagi Carmen Lee

Site Collection Imag: Arturo (Isai)
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Scheduled Jobs

The SharePoint Essentials Toolkit schedules jobs through Microsoft Windows Task Scheduler.

Users can schedule jobs and manage scheduled jobs through the SharePoint Essentials Toolkit
interface and do not need to manage the jobs through Windows Task Scheduler.

The SharePoint Essentials Toolkit does NOT need to be running for scheduled jobs to execute.
However, the machine must be on and have access to the SharePoint environment.

How to Schedule a Job

Follow the steps below to schedule a job:

1. Openthe SharePoint Essentials Toolkit

2. Select SharePoint sites that you would like to include in the scheduled job

3. Optionally, in Live Explorer, select one or more lists to filter the job on

4. Selectthejobtoruninthe Manage section

5. TheJob Options page should appear, change the default Job name and click next
6. Clickonthe “Schedule” button

7. Click the toggle button to “Enable” if the Ul is disabled

8. Enter aschedule name

9. Choose the time and date to execute the job

10. Click Save

Important Notes on Authentication

SharePoint online requires Multi-Factor Authentication to connect as a user. This may cause
scheduled jobs to fail when run on a schedule, as the sessions may expire.

If you encounter errors running scheduled jobs, you may need to configure Certificate based
authentication for scheduled jobs.

Viewing the Scheduled Job Logs and Reports

To view the logs and reports for a scheduled job, go to the Job History section of the tool and you can
view the logs and report through this section just like any other job that is run.

Scheduled Job Execution Window

When a scheduled job is executed, a PowerShell window will appear to show progress of the job. The
window will automatically close when the job is completed. The logs can be found in the logs folder
mentioned above.

NOTE: Currently, jobs run using Scheduler cannot be canceled except by finding the SharePoint
Essentials Toolkit.exe process in Task Manager Background Processes and Ending Task.
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Troubleshooting

Review the scheduled jobs in the SharePoint Essentials Toolkit and locate the job with that is having
issues. Take note of the Schedule Id.

If you do not see the Schedule Id column, right click on a column header and choose ‘Show Column
Chooser’ to enable the column for viewing.

Scheduled Jobs

Use this page to manage

View

Edit
Edit
Edit
Edit
Edit
Edit
Edit

Edit

scheduled jobs

All Scheduled Jobs (Default)

Job Type
Permissions
Links
Permissions
Permissions
Permissions
Iteminventory
Permissions

Links

a column header here to group by that columr

Job Name

New Permission...
Links with Email...
Permissions Rep...
My Permissions...

My Permissions...

My Item Invento...

My Permissions...

My Find Links Job

Schedule Name

My Scheduled Job
My Scheduled Job
My Scheduled Job
My Scheduled Job
Export Permissio...
My Scheduled Job
My Scheduled Job

My Scheduled Job

Schedule Id
fa9082a2-559¢-417c-a6f1-d3fd6d63fbe2
6be30ed9-2912-4318-85a8-e6cB873c52d2a
4337342b-1695-4feb-bdca-be5439bed5es
6dba7f3f-a265-4f69-8851-26c37f71535¢
a9e0c2b9-ce53-4986-bbe0-2e9¢cf631e1e3
20964a40-d103-4444-8606-2e7e5df7485e
0c6f98d3-9d9d-4e54-8844-aad0ec5b6dI8

1d53714e-2917-4bec-bf73-2c3bad2:0200

You can also right click a schedule and click ‘Copy Schedule Id”.

Scheduled Jobs
Use this page to "ﬂﬂ'T\:I-;;f' scheduled jobs
View  All Scheduled Jobs (Default)

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

-olumn header here to group by that cc

Job Type

Parmissinne

@ Copy Row mail...
(¥  copy Schedule 1d Rep...
P Run Now ions...
Edit Schedule ions...
[ EditJob ento...
T Delete Selected Jobs 1o~
T Delete ks Job
ItemQuery My Content Sea...

Task Scheduler

Open Task Scheduler to view the actual task that should have been created for the scheduled job.

Job Name

MNaw Parmission...

Schedule Name

My Scheduled Job
My Scheduled Job
My Scheduled Job
My Scheduled Job
Export Permissio...
My Scheduled Job
My Scheduled Job
My Scheduled Job

My Scheduled Job

Enabled
True
False
True
True
True
True
True

True

Recurrence
OneTime
OneTime
OneTime
OneTime
OneTime
OneTime
Daily

OneTime

Mext Run Tin
1/28/2026 5
1/28/2026 9:
1/27/2026 8:
1/24/2026 4
1/23/2026 T
1/23/2026 5
1/21/2026 T

1/21/2026 31
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Review scheduled jobs in Task Scheduler, see below. The Schedule Id will be in the Task Name. You
can view and validate the start date and time and status of execution.
(®) Task Scheduler - o X
File Action View Help
= z[E @
Q Task Scheduler (Laca) Name Status  Triggers Next Run Time Last Run Time Last Run Result Actions
~ [ Task Scheduler Library i o | SharePoint Essentials Toolkit .
| Agent Activation Runtime L SPE_Job_0cb... At 7:08 PM every day 1/17/2026 7:08:42 PM  1/16/2026 7:08:42 PM The operation completed successfully. (0x(0) refoint entials Tool
> [ GoogleSystem At4:38 PM on 1/16/2026 1/16/2026 438:10PM  The operation completed successfully. (0x0) T Create Basic Task..
| GoogleUserPEH At 6:45 PM on 1/16/2026 1/16/2026 6:45:04 PM  The operation completed successfully. (0x0) © Create Task..
3 I Microsoft At5:13 PM on 1/16/2026 1/16/2026 5:13:50 PM  The operation completed successfully. (0x0)
“ PowerToys At 7:53 PM on 1/16/2026 1/16/2026 7:53:54 PM  The task is currently running. (0x41301) Import Task
[ Display All Running Tasks
] Disable All Tasks History
“ New Folder...
X Delete Folder
View »
|G Refresh
General Triggers Actions Conditions Settings History Help
Name: SPE_Job_0c6f38d3-9d9d-4e54-8844-aadlec5b6d98 Selected tem -
Location: \SharePoint Essentials Toolkit P Run
Auther: SharePoint Essentials Toolkit = End
Description:  SharePoint Essentials Toolkit - My Permissions Job Scheduleld: 0c6f38d3-9d9d-4e54-8844-aad0ec5b6d98  Jobld: 1617450a-5a4f- & Disable
442d-be8c-1fded1fac896 Job Type: Permissions Sites: 1 - https://c hi it, \Team Export
©  Properties
K Delete
Help

Security options

When running the task, use the following user account:

Run only when user is logged on
Run whether user is logged on or not
Do not store password. The task will only have access to local resources

Run with highest privileges

Hidden

Configure for:  Windows Windows Server™ 2008

Scheduled Job Logs

Logs related to scheduling of the job can be found here:

C:\Users\<username>\AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\Scheduled

Jobs

Once the job begins, logs for the actual job’s logs can be found here:
C:\Users\<username>\AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\
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5B

ess-0c6f98d3-9d9d-4e54-8844-aadBec5b6do98. log

[HEADLESS] Log directory: C:\Users\ \AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\Scheduled Jobs
[HEADLESS] Logged to: C:\Users\ ' \AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\Scheduled Jobs\headl
ess-0c6f98d3-9d9d-4e54-8844-aadBec5b6do98. log

[HEADLESS] Log directory: C:\Users\ \AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\Scheduled Jobs
[HEADLESS] Logged to: C:\Users\ \AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\Scheduled Jobs\headl
ess-0c6f98d3-9d9d-4e54-8844-aadBec5b6do98. log

[HEADLESS] Log directory: C:\Users\ \AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\Scheduled Jobs
J[HEADLESS] Logged to: C:\Users\ \AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\Scheduled Jobs\headl
less-1617450a-5a4f-442d-bc8c-1fded1fac896.log

[HEADLESS] Log directory: C:\Users\ \AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\Scheduled Jobs
[HEADLESS] Logged to: C:\Users\ \AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\Scheduled Jobs\headl
less-1617450a-5a4f-442d-bc8c-1fdedlfac896.log

SHAREPOINT ESSENTIALS TOOLKIT - JOB EXECUTION

Job: My Permissions Job
Type: Permissions

Sites: 1

Started: 2626-01-20 15:09:00

[INFO] Validating license...

[ 1 e%
[INFO] Calculating progress and time to complete job...
[INFO] Calculating progress for site '/sites/BostonTeam'...

Job: My Permissions Job
Type: Permissions

Sites: 1

Started: 2026-81-20 19:40:09

[INFO] Validating license...
[ 1 o%
[INFO] Calculating progress and time to complete job...
[INFO] Calculating progress for site '/sites/BostonTeam'...
[INFO] Calculating progress 1/1
8% u/ue 8/2782
17% 8/u6 4/2782
23% 11/u6 13/2782
3U% 16/uU6 13/2782
L3% 28/u6 13/2782
69% 32/u6 14/2782
8u% 39/u6 19/2782
us/ue 19/2782

e el e e e e e e

Status:

Duration: 1.17 minutes
Sites Completed: 1/1

Lists: us/Uus

Unique Perms: 19/2782
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PowerShell Support
The SharePoint Essentials Toolkit supports PowerShell commands.
A user may execute SharePoint Essentials Toolkit jobs from either of the following:

1. Job History
2. Job Templates (must have sites selected in the template)

The user must create a Job Template or run a job so that it appears in the Job History (it does not have
to complete).

NOTE: Currently, jobs run by PowerShell cannot be canceled except by finding the SharePoint
Essentials Toolkit.exe process in Task Manager Background Processes and Ending Task.

Building the PowerShell Command

A user can build a PowerShell command once they have either:

1. Executed a job in the SharePoint Essentials Toolkit (so that it appears in job history).
2. Created aJob Template.

PowerShell Syntax

Users may use the following command line syntax:

Run a job from job history

- SharePoint Essentials Toolklit.exe —run-job “job-guid”

Run a job from a Job Template

- SharePoint Essentials Toolklit.exe —run-template “job template name” -url
https://tenant.sharepoint.com/sites/hr
- -urlis optional, if not specified, will attempt to use job template sites.

Copy Command to Paste into PowerShell Window

From the Job History or Job Templates page, a user can simply right click to copy the PowerShell
command:
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Job History
e this page to view and manage job history
View &
Drag
Title Job Type Job Started ~  Progress
View (= = = .iit Sync 1/20/2026 6:57 PM 12%
I oo
View 1 . 00%
View o Copy PowerShell 1 /20/2026 5:06 PM
view | command to clipboard :Dns grmmnne sennns e
. Copy Row b
e T —— =
@ Copy Job Id b
View  Edit My Find & Rep...  Links 1 %
B Copy PowerShell L
View  Edit My Find & Rep...  Links 1 —
> Run Now |
View Edit Discovery Job -... Discovery i
Open Job "
View  Edit My Find Links J...  Links 1 -
[ Editlob "
View Edit My Broken Lin... Links 1 9:_
[0 Delete Job "
View  Edit My Content Se... Content Search Thr—————— _9—"

Bulk Execute from Job History

You may have a requirement to bulk execute multiple jobs.

It is recommended to use Job Templates or Scheduled Jobs to execute from PowerShell as they are
easier to manage and update. Job History jobs can be rerun but they cannot be modified.

Getting the Job Template Names to bulk run PowerShell jobs

The job template names can be exported using the ‘Export’ button in Job Templates.

Getting the Job Id to bulk run PowerShell jobs

The job Id (Guid) can be found in the Job History section in the tool. These ids can be exported to
Excel using the Export button. If the column is not visible, right click a column header and select
‘Show Column Chooser’.

IMPORTANT - Job History entries cannot be edited

Job History ‘jobs’ cannot be modified. This is to ensure the state of the Job History audit trail. If you
need to modify options for a job, use a job template or scheduled job.
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SharePoint Essentials Toolkit Enterprise Edition Report a bug / Request feature / Get help
= () Home () lob History
(2 Home
Job History
@ Addsite Use this page to vi manage job histor Q Refresh Open Reports Folder Open Debug Logs
5] My Connections View :] o o B Job Details .
Q_ Discovery D o e X ) Q GridView
iy Title Job Type Job1d bStarted v Progress Sites Status Timeopied i) b < - a
Von €0t S22, stennoye | toarne 205 amsravsve Jrsomom % s [ mmm ] o
[[3 Scheduled Jobs e b 100% P . ‘ Job Start Site Title Status
ly Permission...  Permissions 16174500-504f-442d)-beBe-fdedifac83t 1/17/2026 709 PN oo V1 P 12485 ",
LRI Edit My tem nvent...  item Inventory Od36eact-7ch1-4177-84dd-1356995dc /1672026 754 PM et /1 1.0477 1€ 4 status: Completed ()
) Edit  MyPermission..  Permissions 16174503-5a4f-442d-beBc-1fded facB9( 1/16/2026 708 M s '/ 1.4078 1916 /1172026 70920 PI. Boston Team JE—
& Hicense Edt MyFindlinks).  Links 414c0b3a-8548-4761-a06b-0fa209a6<0a 1/16/2026 645 PM 0% o T oo
£ Check for Updates Edit MyFindlinks)..  Links cdicadss-a7be-452b-a3ce-2069idTccaft 1/16/2026 5:13 PM 100% ”n 09903 17e
% e View  Edt MyFindUnks). ks cdicadss-aTbe-452b-a3ce-2069fd1ccalt {/16/2026 5:13 PM o o 0.0000
View  Edit  MyFindlinks L. Links 8bd69598-2047-4695-b063-deect e79c /1672026 352 PM o0 ”n 3.2006 e
@ About View Edt MyFindlinksk. Links cd5aBb87-21d3 4204 -befd-Ba3babbics /1672026 347 PM 100% " 30007 e
View  Edit  MyFindlinksJ..  Links 4273690-5006-4b63-b780-59eb000937  /15/2026 622 PM R ”n 5.1054 s
View Edt MyFindlinks L. Links €386dcIc-afds-4d8d-aB88-3e21802c5c3 1/15/2026 351 PM 16% o 7.3607
View Edt MyCopylistiob  Copy Lisis 9988830-9669-4538-8921-8b1317ccch {/15/2026 1242 PM el 00 272 320077 s
Ve ki oyt Conytis remsesar-r e essase (s wasm % op o0
Ve ki oyt copytis STttt Attt st o % o o0
View Edt MyContentSe. ContentSearch | 14847(32-1d62-4d76-aeod-4dedT26C3e: /15/2026 1208 PV et 22 153818 s
View Bt MyFindlinks ). Links 5043911517499 ded-5382068253 /15/2026 1048 AM 15% 306 10059
View Edt MyContentTy.. ContentTypelnve... | Ob6b7ded-0378-43de-b766-75b0Mefbcl {/14/2026 51 PM 000 11 01631 1
View Edit  MyContentTy..  ContentType lnve.. | 001e3921-5001-406e-ac28 604c12e8de! /1472026 850 PM e e 1/1 01240 "
View Edt  MyContentTy..  ContentType lnve... | 7adfo38e-bc38-41c1-8aad-10345a78bat /14/2026 755 PM 0% o 00000
View  Edt MyContentTy..  ContentTypelnve.. | Sb32081-11c6-4f64-9c51-53ceB6TdSbC (/1412026 751 PM el 000 22 03073 e
View  Edt MyContentTy.. ContentTypelnve.. | bada098a-ifde-dSle-aded-20IBfST7400 (/1412026 735 PM oot 00 22 04528 na
Total Jobs: 201
 — »
. EnterpiseBuid 1402

Using Job Templates

Job Templates do not have Job Ids as they are simply templates and will be executed based on the
Job Template Name.

If a -url parameter is not specified, then the template must have sites selected or they will not run.
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SharePoint Essentials Toolkit Enterprise Edition

— - :
= (. Home (¥) Job Templates
SjH -----------I
ome
b t i i
Job Templates If -url parameter is not specified, the
() Addsite Use this page to view, edit a -1.»' . I
job template must have 1 or more
3] My Connections vi I sites in the template. 1
iew eate a cust -
Q Discovery [ . ‘ I I I N . J
raq a column header here to group by that column
|_£_'| Job History Last Modified >~ Job Template Name  Job Type Status D& iption Sites  File Lo
%dg 10/26/2025948 PM  Link Fields repl...  Links 1 caUsd
[ Scheduled Jobs Ny, "
Edit I/ Links 3 sl
@ Copy Row
fr) Edit 10/ Copy Lists 1 CA\Usq
[:z] Job Templates B Copy Powershell
Edit 9/19/2C Permissions 1 C\Usg
J.IRT [> Edit Job Template
¢~ License Edit 91820 Copy Lists 1 Ci\Use
Edi [0 Delete Valid
toac Copy Lis | valid__| 1 c
£ Check for Updates aroeni opy Lists ali C\Use
Edit  9/8/2025 1:22 PM My Copy ListJob  Copy Lists 1 C\Use
{6} Settings Edit  9/2/2025 7:06 PM Max file size te...  Links 1 Ci\Use
Edit 8/14/2025 10:17 PM Fix Details Vie... Links 1 C\Us¢
() About
Edit  8/3/2025 2:15 PM Single File Con...  Content Search 1 CA\Use
Edit  8/2/2025 10:46 PM My Content Se...  Content Search 5 CA\Uss
Edit  6/27/202512:11PM  File Share Path..  Links Fix file share lin.. 1 C:\Use
Edit  6/26/2025 8:57 PM Links test basic...  Links 3 C\Use

The PowerShell window will show the status of running jobs in the window. The job will also appear in
the Job History of the application.
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Job: My Permissions Job
Type: Permissions

Sites: 1

Started: 2026-81-20 19:40:09

[INFO] Validating license...
[ 1 o

[INFO] Calculating progress and time to complete job...
[INFO] Calculating progress for site '/sites/BostonTeam'...
[INFO] Calculating progress 1/1
u/u6 0/2782
8/u6 4/2782
11/u6 13/2782
16/U6 13/2782
28/uU6 13/2782
32/u6 14/2782
39/u6 19/2782
us/ue 19/2782

]
]
]
]
]
]
]
]

Status:

Duration: 1.17 minutes
Sites Completed: 1/1

Lists: us/Us

Unique Perms: 19/2782

Troubleshooting

PowerShell Job Logs

Logs related to PowerShell execution of the job can be found here:

C:\Users\<username>\AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\PowerShell
Jobs

Once the job begins, logs for the actual job’s logs can be found here:
C:\Users\<username>\AppData\Roaming\Cognillo\SharePoint Essentials Toolkit\Logs\
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